JAK SAMEMU ZDIAGNOZOWAC
BEZPIECZENSTWO SWOJEGO SERWERA
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BORYS tACKI

Od ponad 10 lat wykonujgc testy
penetracyjne, testujemy bezpieczenstwo
I zabezpieczamy zasoby Klientow.
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1) Incydenty komputerowe

2)Bezpieczenstwo serwerow —
najwazniejsze problemy

3)Pomysty i narzedzia
4)DEMO

5)Podsumowanie

6) Sesja pytan od uczestnikow

OOOOO



RANSOMWARE - APLIKACJA

Hackers now hit MySQL databases with ransomware

0002000

Hundreds of MySQL databases have been subject to ransomware attacks with hackers deleting data and
replacing them with a ransom demand for 0.2 bitcoin.

According to a blog post by Ofri Ziv, who leads the Detecion team at
Guardicore, the attacks look like an evolution of the MongoDB ransomware
attacks first reported earlier this year by Victor Gevers.

He said that hundreds of databases were affected by the attacks, which
began on February 12 and lasted 30 hours, and which were all traced back
to one IP address, 109.236.88.20, an |IP address hosted by worldstream.nl, a
Netherlands-based web hosting company.

Hackers now hit My5QL databases with
ransomware

The hosting company was notified and the attacks and Ziv said the suspected the attacker was “running from a
compromised mail server which also serves as HTTP(s) and FTP server”

CLOUD



DANE KLIENTOW

GitLab.com melts down after wrong
directory deleted, backups fail

Upstart said it had outgrown the cloud — now five out
of five restore tools have failed

By Simon Sharwood, APAC Editor 1 Feb 2017 at 02:02 1431 SHARE ¥

R |l

e N

Source-code hub GitLab.com is in meltdown after experiencing data loss M
as a result of what it has suddenly discovered are ineffectual backups. CLéﬁD



REPUTACJA / PRZESTEPSTWO

Ponad tysigc polskich stron WWW zarazato
odwiedzajacych je internautow

kategorii Wlamania z tagami: ata




STRATY FINANSOWE

11 million Euro loss in VoIP fraud .. and my
VoIP logs

And the attackers made over 1 million in profits.

This just emerged from a raid (and hearing apparently) in Romania and
other countries. The two main persons being fingered are Catalin Zlate
and Cristian Ciuvat. It seems that they were scanning for PBX servers
with phone extensions that have weak passwords. Then they abused

these accounts to make phone calls for "free”, except that free has the
price of 11 million EUR for the victims!




UTRATA DANYCH, DOSTEPNOSCI

Hatas spowodowany wyrzutem gazu uszkodzit dyski w
serwerowni ING




DANE OSOBOWE

Powazny wyciek informacji z firmy InPost - dane ponad
50 tysiecy osob, hasta

hackmaching Dzisia) AM

Obserwator

Zarejestrowany: Wezora) Temat: inpast

Posty: 4 Pozostalosci po wiamie do sieci inpostu, w paczace takie rzeczy jak:

Pumikty: 0 - baza danych portalu od administracji berpieczenstwem informacii (o ironio):

* opis pracownikow w tym: imig, nazwisko, pesel, seria dokumentu, data rozpoczecia i
zakonczenia pracy + numery telefondw | adresy skrzynek e-mail tych wazniejszych

* gpis budynkiw naleiacych do firmy, w tym dokladny opis zabezpiecren fizycznych

* od zajebania innego gowna
= print z ustawieniami konsodi do zarzadzanda paczkomatami (miejsce gdzie przechowywane 53
dane do paczek)
- dane looowania do dwoch serwerdw smio




RANSOMWARE - KOREA

Sprzedat firme hostingowg by zaptacic milion dolarow
okupu za ransomware

South Korea




MODELOWANIE ZAGROZEN

“Chce mieC Bezpieczny Serwer”

* Co jest dla mnie wazne i jak
bardzo? (poufnos$é vs. dostepnosé)

* Co mi grozi?

CLAUD



BEZPIECZENSTWO - CO ROBIC?

* Wiedziec

* Podnosic koszty atakujgcym

* Szybko reagowac

* Podniesc sie po skutecznym
iIncydencie jak najszybciej

GGGGG



ARUBA - TEMATY WEBINAROW

* Hasta

* Aktualizacje

* Kopie zapasowe

* Bezpieczenstwo systemowe
* Bezpieczenstwo aplikacj

CLAUD



NAJCZESTSZE PROBLEMY

* Stabe hasta

* Brak aktualizacj

* Brak ograniczen sieciowych
* Domyslna konfiguracja

* /bedne zasoby

* Btedne uprawnienia

. . m
Brak kopii zapasowych S 50b



HAStLA

pwgen -S
JaxXDYa7iCDB1yMb5pUVn

* Zmiana portow (?!)

* Rekonfiguracja ustug (klucze,
wymuszanie polityki haset, itp..)

CLAUD



HASLA - OFFLINE

Hashcat / John the Ripper

# john ./shadow

[oaded 23 password hashes
with 23 different salts

GGGGG



HASLA - ONLINE

Hydra v7.5 (¢)2013 by van Hauser/THC & David Maciejak - for legal
purposes only

Syntax: hydra [[[-] LOGIN|-L FILE] [-p PASS|-P FILE]] | [-C FILE]] [-e
nsr] [-o FILE] [-t TASKS] [-M FILE [-T TASKS]] [-w TIME] [-W TIME]
[-f] [-s PORT] [-x MIN:-MAX:CHARSET] [-SuvV46]
[service://server[:PORT][/OPT]]

Options:

-l LOGIN or -L FILE login with LOGIN name, or load several logins
from FILE

-p PASS or -P FILE try password PASS, or load several

asswords from FILE oo\
passW cLoub



HASLA - ONLINE

Fail2ban

* Starting authentication
fallure monitor fail2ban [ OK ]

GGGGG



AKTUALIZACJE - SYSTEMOWE

CRON-APT RUN [/etc/cron-apt/config]: Mon Nov 20 04:00:01 CET 2017
CRON-APT SLEEP: 2154, Mon Nov 20 04:35:55 CET 2017
CRON-APT ACTION: 3-download

CRON-APT LINE: /usr/bin/apt-get -o quiet=1 dist-upgrade -d -y -0
APT::Get::Show-Upgraded=true

Reading package lists...
Building dependency tree...
Reading state information...
The following packages will be upgraded:
libsslI-dev libssl-doc libssl1.0.0 lynx lynx-cur openssl procmail

7 upgraded, 0 newly installed, 0 to remove and 0 not upgraded. Cigf}o



AKTUALIZAC)E - APLIKACJE

An update to WordPress 4.7.7 (zwolnienie zabezpieczen) is
now available for the WordPress installations you are
managing using Installatron.

The changes for this version are:

WordPress 4.7.7 is now available. This is a security release
for all previous versions and we strongly encourage you to
update your sites immediately.

Proces aktualizacji Moje Blog dostepnej z adresu x powioadt

sie.
Nowa zainstalowana wersja: 4.7.7 Cfg@o



SUMY KONTROLNE

# debsums | grep -vw OK
/bin/ps FAILED

1) find /var/www/ -exec shab12sum {} \; > sums

2) shab12sum -c sums
/var/iwww/html/index.html: DOBRZE

CLAUD



ZBEDNE ZASOBY - UPRAWNIENIA

$ umask
0002

$ touch aaa
$Is -l aaa

-r'W-rw-r-- daad

$ umask 0077
$ touch bbb

$Is -1 bbb

e obb S0b



ZBEDNE ZASOBY

Test, Staging, Production

find /home/user/ -type f -mtime -5 -exec Is -Id {} \;

find /tmp/ -iname "*sql™" -o -iname "*back™" -o -iname
"*dump*"

CLAUD



FIREWALL

* netstat — lokalnie

* nmap - zdalnie

CLAUD



CIS BENCHMARK

3.14 Verify that Docker server certificate key file permissions are set to
400 (Scored)

Profile Applicability:

# Level 1- Docker

Description:

Verify that the Docker server certificate key file (the file that is passed alonpwith '--
tlszkey" parameter) has permissions of 'a00',

Rationale:

The Docker server certificate key file should be protected from any tampering or unneeded
reads. [t holds the private key for the Docker server certificate. Hence, it must have
permissions of '200' to maintain the integrity of the Docker server certificate.

Audit:

Execute the below command to verify that the Docker server certificate key file has
permissions of '40a':

stat =c %a <path to Docker serwver certificate key filex

Remediation:

chmod 400 <path te Docker server certificate key filex

This would set the Docker server certificate key file permissions to '100',

Impact:

None.

Default Value:

By default, the permissions for Docker server certificate key file might not be '400'. The m

default file permissions are governed by the system or user specific umz=x values. CLOU D



AUTOMATYCZNA WERYFIKACJA

cis security github E= g, Q

Wszystko Wiadomosci Grafika Filmy Mapy Wiecej Ustawienia Narzedzia
Okoto 145 000 wynikdw (0,36 s)

GitHub - arildjensen/cis-puppet: Center for Internet Security Linux ...
https://github.com/arildjensen/cis-puppet * Tlumaczenie strony
cis-puppet - Center for Internet Security Linux Benchmark implementation for PuppetLabs.

GitHub - major/securekickstarts: Secured kickstarts based on CIS ...
https://github.com/major/securekickstarts * Tlumaczenie strony

README.md. CIS Security Benchmark Kickstarts. The kickstart files in this repository will give you a
system which meets almost all of the scored standards from ...

GitHub - major/cis-rhel-ansible: Ansible playbooks for CIS ...
https://github.com/major/cis-rhel-ansible * Tlumaczenie strony

README.md. Ansible + CIS Benchmarks + RHEL/CentOS 6. Build Status. This is an ansible playbook
for automatically applying CIS Security Benchmarks to a ...

GitHub - whichdigital/aws-cis-security-benchmark: Tool based on AWS ...
https://github.com/whichdigital/aws-cis-security-benchmark * Tlumaczenie strony
aws-cis-security-benchmark - Tool based on AWS-CLI commands for AWS account hardening,
following guidelines of the CIS Amazon Web Services ...

DevSec Hardening Framework - GitHub

https://github.com/dev-sec ¥ Tlumaczenie strony

This Ansible role provides numerous security-related configurations, providing all-round base m
aroba

protection. ... CIS Kubemetes Benchmark - InSpec Profile.



NARZEDZIA - OSSEC




NARZEDZIA - UNIX-PRIVESC-CHECK

unix-privesc-check

Unix-privesc-checker is a script that runs on Unix systems (tested on Solaris 9, HPUX 11, Various Linuxes, FreeBsD
6.2). It tries to find misconfigurations that could allow local unprivilged users to escalate privileges to other users or to
access local apps (e.g. databases).

It is written as a single shell script s0 it can be easily uploaded and run (as opposed to un-tarred, compiled and
installed). It can run either as a normal user or as root (obviously it does a better job when running as root because it
can read more files).

windows-privesc-check

A long time ago, | started writing a tool to look for local privilege escalation vectors on Windows systems — e.g. weak
permissions on files, directories, service registy keys. | never quite got round to finishing it, but the project could still be
useful to pentesters and auditors in its current part-finished state.

I'd suggest giving it a try next time you do a security audit with local administrator rights, or next time you get a non-
admin logon to a Windows system during a pentest. It was designed to be useful for both.

CLOUD



NARZEDZIA - LYNIS

U=ers, Groups and iuthentication

Search adwinistrator accounts... OF ]

Checking UID=... OF ]

Checking chkgrp tool... FOUND ]
Conziztency check fetc/group file... QO ]

Test group files (grpckl... OF ]

Checking login shells... WARNING ]
Checking non unicgue group ID's. .. 0K ]

Checking non unigue group names. .. OF ]

Checking LDAP suthentication support NCOT EMAELED ]
Check /etc/sudoers file NOT FOUND ]

Press [ENTER] to continue, or [CTRL]4C to stop ]

Checking console TTYs... WARNING ]
Checking shells from fetc/shells. ..
Fesult: found 6 shells (valid shells: 6] .

[ Pre=z=s [ENTER] to continue, or [CTRL]4+C tao =top ]

File =y=tems

[FreeB3D] OQuerying UFZ mount points (fstab) ... OF ]
ouery swap partiticons (fstab) ... OF ]
Testing swap partitions... OFE ]
Checking for old files in ftmp... WARNING ]
Checking /twp sticky bic... 0K ]
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DOBRE PRAKTYKI

* Oddzielaj - dostep do aplikacii
» Aktualizuj - oprogramowanie

* Weryfikuj - ustawienia

» Ograniczaj - uprawnienia

* Porzadkuj - dane

* Monitoruj - zasoby

* Dokumentuj - procesy

* Automatyzuj

CLAUD



SZKOLENIA - RABAT

https://z3s.pl/szkolenial

Atak | obrona:
*Bezpieczenstwo aplikacji WWW
*Bezpieczenstwo aplikacji mobilnych

-10%

Obowiazuje 10 dni
Hasto: 90eAM LS00


https://z3s.pl/szkolenia/

Dziekuje za uwage

Borys tacki

b.lacki@logicaltrust.net

CLOUD

www.arubacloud.pl
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